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Abstract:

The expansion of cloud computing, mobile banking, and healthcare services has intensified the need for
secure, efficient data protection. This paper presents an integrated framework combining advanced
encryption, robust authentication, and fine-grained access control. For mobile cloud environments, a Key-
Policy Attribute-Based Encryption (KP-ABE) scheme eliminates the key escrow problem via an escrow-
free protocol with secure two-party computation between the Key Generation Center (KGC) and Data-
Storing Center (DSC). Proxy encryption with selective attribute group keys enables fine-grained
revocation, while Third-Party Auditing (TPA) ensures data integrity. Authentication is strengthened
through keystroke-dynamics verification, AES encryption, OTP access, and secret key sharing for secure
email. In mobile banking, an Implicit Password Authentication System (IPAS) using graphical passwords
protects against phishing and shoulder-surfing. For healthcare, a hybrid shape-text password resists
observation attacks, and Attribute-Based Encryption (ABE) secures multi-owner Personal Health Records
(PHR). Evaluations confirm the approach’s lightweight, scalable, and adaptable design for securing

sensitive data in distributed systems
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LINTRODUCTION Sensitive information such as financial transactions
With the proliferation of cloud computing, mobile and Personal Health Records (PHR) is increasingly
banking, and digital healthcare systems, data stored and processed in distributed environments,

security and privacy have become critical concerns. making them vulnerable to unauthorized access,
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phishing, and brute-force attacks. Traditional

password constructed structures are easy to
implement but prone to safety breaches. More
advanced techniques such as biometric verification
and graphical passwords provide enhanced
protection but often lack scalability or efficiency in
mobile and cloud environments.

This paper presents an integrated approach that
combines encryption, authentication, and auditing
to secure data sharing in diverse domains. The
proposed system employs Key-Policy Attribute-
Based Encryption (KP-ABE) for fine-grained
access control, multi-factor authentication for
identity verification, and auditing mechanisms for

compliance and accountability.

2.RELATED WORK

Research on cloud security has highlighted the
limitations of conventional encryption, particularly
the key escrow problem in traditional ABE systems,
where a single authority could potentially decrypt
all user data. Existing work on keystroke dynamics
shows promise in continuous authentication but
lacks integration with cloud access control
mechanisms. Similarly, graphical passwords are
effective against brute-force attacks but are not
widely adopted in mobile financial systems due to
usability concerns.

In healthcare, privacy-preserving PHR systems
often rely on ABE, but multi-owner environments

still face key management complexity. Our work
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addresses these gaps by integrating an escrow-free
KP-ABE scheme, multi-domain key management,

and domain-specific authentication methods.

3. LITERATURE REVIEW
¢ Attribute-Based Encryption (ABE): Enables
data owners to enforce access policies based
on user attributes rather than identities.
Keystroke Dynamics: Biometric technique
that authenticates users based on typing
patterns.
Graphical Password Systems: Provide
improved resistance to password guessing and
observation attacks.
Hybrid Password Schemes: Combine shape

and text input to strengthen authentication.

e Third-Party Auditing (TPA): Ensures
integrity of data stored in untrusted
environments.

4. ANALYSIS OF PROBLEM
Key issues identified in existing systems:
1. Key Escrow Problem in traditional ABE,

compromising confidentiality.

2. Limited Computational Resources on
mobile devices, affecting performance.

3. Static Password Vulnerabilities including
phishing and brute force attacks.

4. Complex Key Management in multi-owner

environments like PHR systems.
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5. SYSTEM ARCHITECTURE

The

architecture integrates encryption,

authentication, and auditing:

1.

User Layer: Handles user authentication
via  keystroke  dynamics,  graphical
passwords (IPAS), or hybrid shape-text
input.

Authentication Module: Combines
keystroke verification, OTP checks, and
AES encryption.

Encryption Layer: Uses KP-ABE with
secure two-party computation to eliminate
key escrow.

Revocation Mechanism: Proxy encryption
with selective group keys for efficient user
revocation.

Auditing Module: Third-Party Auditing
(TPA) to verify data integrity.

6. ATTRIBUTE-BASED ENCRYPTION

Setup: KGC and DSC generate master keys
and define the attribute universe.

Key Generation: KGC issues partial keys;
DSC completes them without revealing full
key material to any single party.
Encryption: Data owner encrypts files
under an access policy (e.g., “Role = Doctor
AND Department = Cardiology”).
Decryption: User decrypts information if

their features satisfy the policy.
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Revocation: Proxy encryption updates keys

for valid users only.

7. PROPOSED METHODOLOGIES

1.
2.

KP-ABE for Secure Data Sharing
Escrow-Free Key Issuing via Two-Party
Computation

Keystroke  Dynamics for Continuous
Authentication

Graphical Password (IPAS) for Mobile
Banking

Hybrid Shape-Text Password for PHR
Access

AES Encryption & OTP for Email Security
Proxy Encryption for Attribute-Based

Revocation

8. WORKFLOW

1.

User registration and attribute mapping at
KGC.

Escrow-free key issuing between KGC and
DSC.

Data encryption under KP-ABE policy by
data owner.

Secure storage in the cloud.

User authentication (keystroke,
graphical/hybrid password, OTP).

Attribute verification and decryption if
authorized.

TPA audit and proxy-based revocation when

necessary.
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9. RESULT PERFORMANCE EVALUATION
Testing indicates:

¢ Low Computational Overhead for mobile
devices.
High Authentication Accuracy with
keystroke dynamics.
Resistance to Attacks including phishing,
shoulder-surfing, and brute force.

Efficient Key Management in multi-owner

scenarios.

10. FUTURE ENHANCEMENT
Al-driven

anomaly detection for

authentication.

¢ Blockchain-based immutable audit logs.

¢ Post-quantum encryption for future threats.

11. CONCLUSION

The proposed integrated framework addresses core
challenges in cloud, mobile banking, and healthcare
data security. By combining escrow-free KP-ABE,
multi-factor authentication, and auditing
mechanisms, it ensures confidentiality, integrity,

and availability in distributed environments.
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